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ARTICLE INFO ABSTRACT

Nowadays, different types of computing-intensive services such as mechanical, aerospace, civil and environ-
mental applications are often deployed on the cloud since it offers a convenient on-demand model for renting
resources and easy-to-use elastic infrastructures. Moreover, the modern software engineering disciplines exploit
orchestration tools such as Kubernetes to run cloud applications based on a set of microservices packaged in
containers. On the one hand, in order to ensure the users’ experience, it is necessary to allocate enough number
of container instances before the workload intensity surges at runtime. On the other hand, renting expensive
cloud-based resources can be unaffordable over a long period of time. Therefore, the choice of a reactive auto-
scaling method may significantly affect both response time and resource utilisation. This paper presents a set of
key factors which should be considered in the development of auto-scaling methods. Through a set of experi-
ments, a discussion follows to help shed light on how such factors influence the performance of auto-scaling
methods under different workload conditions such as on-and-off, predictable and unpredictable bursting
workload patterns. Due to suitable results, the proposed set of key factors are exploited in the PrEstoCloud
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software system for microservice-native cloud-based computationally-intensive applications.

1. Introduction

Cloud computing [1] is a preferable technology to increase com-
putational capacity and strengthen application performance dynami-
cally. This includes various types of advanced engineering computing
applications such as scientific-numerical computations. As an example,
on-demand weather forecasting is necessary to plan ahead in response
to current events such as floods, storms, tornado, typhoons and light-
ning strikes killing thousands of people and causing extensive damages
every year. Such large-scale weather forecasts consume excessive
computational resources and ingest huge amounts of data in real-time,
no longer possible with traditional forecasting technologies which are
unable to address changing workloads at runtime. The latest paradigm
shift in the modern software development of these computing-intensive
applications is microservices [2].

Microservices are considered as a new software architecture for
building highly modular applications deployed on the cloud. An ap-
plication developed based on the microservices architecture is com-
posed of different smaller services that each one can be deployed in-
dependently [3]. Microservices are highly decoupled services, and
hence failure of one of them will not bring other microservices of the
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system down. When it comes to the conditions of dynamically varying
workloads, this feature supports a modern software engineering prac-
tice able to offer a higher level of scalability compared to classical ar-
chitectures, where the functionality of an application is packaged into
only one large non-separable component. This is because individual
microservices can be independently scaled separately in response to
their current demand in real-time as a consequence of this new highly
modular software engineering approach.

The change in the workload demands of cloud-based applications
may happen in different ways. For example, an on-demand weather
forecasting system unexpectedly receives a heavy workload to be pro-
cessed in response to a sudden occurrence of new atmospheric events
altogether at the same time such as storm formation, volcanic erup-
tions, rainfall and tornadoes. Another example is a cloud-based batch
processing system for which requests tend to be accumulated around
batch runs regularly over only short periods of time. For instance, some
weather forecasting services are employed to periodically estimate the
power output of wind turbine or photovoltaic systems for short time
intervals. These types of services generally have short active periods,
between which the application can be provided at the lowest service
level.
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Microservices are mainly packaged into containers as lightweight
virtualisation in comparison to Virtual Machines (VMs). This is because
they do not need to start or stop operating system that can take sig-
nificant amount of time. Due to their lightweight nature, they can be
instantiated, terminated and managed very dynamically. Exploiting
such lightweight container-based virtualisation can make better auto-
scaling improvements on both application response time as well as re-
source utilisation aspects quicker and more efficiently than employing
VMs [4].

Various open-source container management platforms such as
Kubernetes are currently provided in order to deploy scalable micro-
services. Nowadays, almost all engineering positions from software
engineers to site reliability engineers one way or another deal with
Kubernetes. Software engineers need to have vast experience in
building microservice-based software systems orchestrated by
Kubernetes, which is the most widely used management system for
containers along with a massive community behind it. They decide how
the system is built based on microservices and all technicalities derived
from this design. Site reliability engineers develop automated solutions
for operational aspects such as performance and capacity planning as
well as response to Quality of service (QoS) degradation at runtime.
Container management platforms such as Kubernetes provide reactive
auto-scaling methods based on a set of static rules in order to operate
under changing workloads over time [5]. An ordinary practice is mainly
to employ fixed, infrastructure-level CPU-based auto-scaling rules to
scale up or scale down the number of container instances allocated to a
specific service depending on demand. Although these existing reactive
auto-scaling methods with fixed rules may be appropriate for some
basic scenarios of cloud-based applications, they may result in an un-
desirable QoS or poor resource utilisation in environments with certain
dynamic workload scenarios. This is an important research area be-
cause auto-scaling methods need to continuously (i) ensure application
QoS with respect to the response time as well as (ii) assign the optimal
amount of resources in terms of the number of container instances.
Therefore, ensuring microservice-based applications governed by ex-
isting reactive auto-scaling rules specifically offered by Kubernetes to
offer favourable performance is currently a challenging issue.

More objectively, the primary goal of the present paper can be
shortened as follows: (i) presenting a set of new influencing factors
which have not fully received attention so far in the dynamic man-
agement of scalable resources provided by the container orchestration
platforms such as Kubernetes; (ii) evaluating the choices of such factors
to develop the optimum scaling strategy to be used and analysing the
way how they dynamically influence the impact of reactive auto-scaling
rules; and (iii) demonstrating the way to tune auto-scaling of contain-
erised applications orchestrated by Kubernetes with regard to diverse
workload patterns.

In order to recognise the effect of our proposed factors, three dif-
ferent workload scenarios are examined in this work, including (i)
predictable bursting workload pattern, (ii) unpredictable bursting
workload pattern, and (iii) on-and-off workload pattern. Based on ex-
periments conducted for each workload pattern, the results of our
evaluation show that the Kubernetes auto-scaling method is highly
sensitive to changes in the value of our proposed factors. In other
words, the results imply that there are significant factors which need to
be considered in the implementation of auto-scaling methods, while
dealing with different workload scenarios.

The rest of the paper is organised as follows. Section 2 presents a
background related to the microservices architecture. Section 3 dis-
cusses related work on existing reactive auto-scaling methods which
have been proposed by academia and industry. Key factors to be con-
sidered while developing auto-scaling rules used by provisioning
methods for scalable microservices are illustrated in Section 4.
Section 5 presents empirical evaluation along with experimental re-
sults. Section 6 contains a critical discussion. Finally, conclusion ap-
pears in Section 7.
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2. Microservices architecture background

Microservices are small, loosely coupled processes capable of com-
municating  together via language-independent  Application
Programming Interfaces (APIs) to create the whole application in a
cloud-native architecture. In other words, an application includes small,
self-contained deployable microservices, each one acting as an in-
dividual function application, working together through APIs, which
are not dependent on a particular language, library, framework and
more [6]. In this way, decomposing one application into small micro-
services enables cloud-based application providers to distribute the
computational workload of services among various resources. Besides
this, each of the services can be easily developed and operated by dif-
ferent software engineering teams, and hence, this architecture affects
both organisational forms of cooperation as well as technological de-
cisions which can be made locally by each team [7]. Compared to
Service Oriented Architecture (SOA) [8], microservices are typically
designed around business capabilities and priorities, and independent
deployability is a key characteristic of them [9]. Microservices usually
exploit simple interfaces known as Representational State Transfer
(REST).

Resilience to failure is an important feature of microservices be-
cause each application request is divided and translated to different
service calls in this software architecture. Therefore, a bottleneck in a
specific service operation will not bring the entire system down and it
affects only that service. In such a situation, other services are able to
carry on processing requests as usual. Accordingly, the microservices
architecture addresses necessary requirements including distribution,
modularity as well as fault-tolerance [10]. Another useful capability of
the microservices architecture is improving the reusability of software
components. It means that a single microservice can be reused or shared
in several applications or even in various parts of the same application.

An important cloud-native application property named scalability is
another advantage of microservices in order to exploit computing in-
frastructures in a feasible manner to build distributed, large-scale and
extensively scalable cloud-based applications [11]. A microservice may
be composed of multiple runtime instances depending on workload
variations over time. This means one microservice consists of one or
more runtime instances during execution time to react to workload
fluctuations. Scalable cloud-native systems, in which execution en-
vironments are constantly dynamic and workloads change over time,
comprise such independently replicable instances.

Fig. 1 depicts an example of the microservices architecture in which
various services may have different amount of demands at runtime to
accomplish their own particular tasks, and thus there is the possibility
of scaling each service dynamically at distinct level. As shown in this
exemplary figure, the on-demand weather forecasting system receives
the sensor data representing the presence of three different tornadoes
along with an area of high-pressure cloud going to cause a violent
storm. In this case, microservices are required to perform two different
functions, including Service A to construct models for tornadoes and
Service B to derive a pattern for the existing high-pressure cloud area.
Therefore, due to different amounts of workloads for various services,
three instances are allocated to Service A since each instance is con-
structing a distinct model for the associated tornado, whereas Service B
consists of only one instance deriving a pattern for the area of high-
pressure cloud. This fact implies enormous demands are put on Service
A and a lower level of Service B.

In essence, the REST API Gateway acts as a proxy to microservices.
It is a single-entry point into the whole system. Furthermore, the REST
API Gateway can support other functional capabilities for example to
come up with caching, security and monitoring operations at one place.

The logical continuation of the microservices architecture for cloud-
native applications has been discussed comprehensively in a research
work by Kratzke and Quint [11] in various cloud contexts. The authors
explained that the term microservice is deeply aligned to cloud-native
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Fig. 1. An example of the microservices architecture used for an on-demand
weather forecasting system.

architectures, regardless of being micro or macro but the right size.
Microservices generally are packaged using container-based virtuali-
sation and deployed in the cloud. The main interest in this approach is
for the sake of having the opportunity to build self-contained deploy-
ment units so-called containers in a standardised form. Furthermore,
containers are highly lightweight, and hence they can be exploited to
deploy microservices quickly. However, microservices could be de-
ployed completely without containers, for example through VMs.
Nevertheless, it should be noted that resource utilisation of VMs is re-
latively high, and consequently in this way they are not considered as
the main option to be deployed on resource-constrained edge com-
puting devices such as Raspberry-Pi, BeagleBoard and pcDuino3-Nano.

3. Related work

Reactive auto-scaling rules are considered as purely static,
threshold-based adaptation policies. In this way, adaptation actions are
commenced according to the value of some parameters based upon a set
of predefined thresholds. The most important advantage of such rule-
based auto-scaling approaches is their simplicity since these rules are
easy-to-set-up for the scalability of underlying cloud-based infra-
structures. In this section, existing reactive methods in auto-scaling of
cloud-based applications are explained in detail in order to include
their advantages and limitations. These approaches are chosen for
comparison together because they are mainly rule-based and con-
sidered as advanced reactive auto-scaling solutions.

Al-Sharif et al. [12] proposed a framework named Autonomic Cloud
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Computing Resource Scaling (ACCRS) in order to provision a sufficient
number of Virtual Machines (VMs) to address the changing resource
requirements of an application running on the cloud. The proposed
adaptation method employs a set of fixed thresholds for resource-level
metrics, for example CPU utilisation. In this approach, the workload
can be identified as a light or heavy weight if the resource usage vio-
lates the associated threshold. The presented resource scaling frame-
work uses hypervisor-based virtualisation technologies, which are able
to support only VMs. A VM is a service instance, which has its own
operating system as well as a set of libraries, within an emulated en-
vironment offered by the hypervisor. Different from VMs, the utilisation
of containers does not need an operating system to boot up that has
gained increasing popularity in the cloud computing frameworks. Re-
source usage of VMs is extensive and thus typically they cannot be
easily developed on small servers or resource-constrained devices.

Kukade and Kale [13] demonstrated a master-slave auto-scaling
architecture for containerised applications. Slaves represent the nodes
where containers can be deployed, while there is a master that is re-
sponsible for receiving arrival requests and routing them to running
container instances. The master also includes a self-adapter module that
is able to check two different scaling rules in order to increase or de-
crease the number of running containers. Firstly, if the request rate
exceeds a pre-defined fixed threshold, a new container instance will be
started. If the memory load of containers reaches a threshold, then a
new replica of container instance will be launched. However, CPU
utilisation which is the most important metric for computing-intensive
applications in real-world auto-scaling platforms has not been con-
sidered by the study.

Kan [14] introduced a container-based elastic cloud platform called
DoCloud. This platform incorporates proactive and reactive models to
calculate the number of containers to be added for the scale-out, while
the proactive model is applied for the scale-in to remove unnecessary
containers from the service cluster. DoCloud exploits static thresholds
for CPU and memory utilisation, and uses the Auto-Regressive Moving
Average (ARMA) method to predict the number of incoming requests
for the application.

Baresi et al. [15] proposed an auto-scaling approach that employs
an adaptive discrete-time feedback controller which enables a con-
tainer-based application to dynamically scale necessary resources. In
this work, a component called ECoWare agent needs to be deployed in
each VM. An ECoWare agent is in charge of the collection of container-
specific monitoring data, such as containers’ usage of CPU usage, etc.
This component is also responsible for instantiating or terminating a
container in the VM, or changing the resources assigned to a container.
This auto-scaling method is limited only to Web applications. In addi-
tion, it adds overhead by deploying ECoWare agents for each container
and VM.

A static auto-scaling method which is called THRESHOLD or THRES
(Metric, UP%, DOWN©%) [16] can horizontally add a container instance
if an aggregated metric (such as the average CPU utilisation of the
cluster) reaches the predetermined UP% threshold. Moreover, it is able
to remove a container instance when it falls below the predefined
DOWN% threshold for a default number of consecutive intervals, e.g.
two intervals. The approach named "THRES1 (CPU, 80%, 50%)” is an
example for such a static auto-scaling method. This auto-scaling
method is not flexible enough in order to adjust itself to dynamic
changes of the operational environment, and it leads to too much re-
source waste over time.

Tsoumakos et al. [17] presented a resource provisioning approach
which is called TIRAMOLA in order to identify the number of VM in-
stances necessary to meet user-defined objectives for a NoSQL database
cluster. This resource provisioning approach continuously decides the
most beneficial state that can be achieved at runtime, and thus specifies
possible actions in each state that can either do nothing, or add/remove
NoSQL nodes. The principle of TIRAMOLA is acting in an expected style
of operation when the regular workload scenario can be specified.
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Accordingly, previously unobserved workloads are considered as the
major obstacle to the fast adaptation of the entire system to meet the
performance objective of cloud-based interactive services. Furthermore,
TIRAMOLA is restricted to the elasticity of a specific type of application
such as NoSQL databases. Moreover, the monitoring part needs to
collect client-side statistics in addition to server-side metrics. In this
regard, clients of such applications should be modified so that each one
can report its own monitoring statistics, which is not an operational
solution for many real-world use cases.

Kubernetes is a widely used lightweight open-source container
management platform which is capable of orchestrating containers and
automatically providing horizontal scalability of applications. In
Kubernetes, a group of one, or a small number of containers which are
tightly coupled together with a shared IP address and port space can be
defined as a pod. Therefore, a pod simply indicates one single instance
of an application which can be replicated, if more instances are helpful
to handle the increasing workload. The Kubernetes auto-scaling ap-
proach [18] is a control loop algorithm basically based upon CPU uti-
lisation. The Kubernetes auto-scaling algorithm which is presented in
Algorithm 1 can increase or decrease the number of containers to keep
the average CPU utilisation at, or close to, a target value such as 80%.

Inputs:

Target.,,: Targeted CPU resource usage, e.g. 80%

CLTP: Control Loop Time Period in seconds, e.g. 30 seconds

Outputs:

P#: Number of pods to be running

do{
Cluster = [Pod1,..., PodN];
SumCpu = SUM (cpu_usage_of podi,..., cpu_usage_of podN);

SumCPU
= [Ta‘rgetcpu]

Execute (P#);
Wait (CLTP);

} while (true);

’

In the Kubernetes auto-scaling algorithm, the SUM function em-
ployed for calculating the total sum of the CPU utilisation of the cluster.
The auto-scaling period of the Kubernetes auto-scaler is half a minute
(30 s) by default that can be changed. At each auto-scaling iteration,
Kubernetes’ controller may add or remove a number of containers ac-
cording to P# (number of pods to be running).

It should be mentioned that the auto-scaler of container orchestra-
tion tools such as Kubernetes follows a broadly accepted reference
model named MAPE-K (Monitor, Analyse, Plan and Execute over a
shared Knowledge Base) used in various autonomic computing systems
[19]. In essence, the Kubernetes auto-scaler is considered as a classical
MAPE-K loop feedback instance proposed to offer as a guideline to build
self-adaptive software systems. The Monitor phase describing the ex-
ecution environment generates the input data for the Analyse phase,
which aims at decision-making on if any adaptation is required in given
conditions. The Plan phase provides appropriate actions to adapt the
target system with regard to feasible adaptation strategies such as
scaling up or down. The Execute phase which receives the change plan
involves the adaptation operation. The Knowledge Base is also em-
ployed to store all information about the whole execution environment.

4. Proposed key influencing factors

This section explains three significant factors, which may influence
the efficiency of container management platforms such as Kubernetes to
provide reactive auto-scaling methods based on a set of static rules.
These influencing factors, which have not been fully met by any of the
existing cloud-based auto-scaling technologies, include (i) conservative
constant called a, (ii) adaptation interval called CLTP, and (iii) stopping
at most one container instance in each CLTP. These factors are derived
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from the literature analysis described in details for each one in the next
subsections.

4.1. Conservative constant (a)

In some experience studies [20-22], there are certain situations,
where it can be observed that cloud-based applications enter to un-
stable state with a little fluctuation even under predictable bursting
workload scenarios, while considering the dynamics of the underlying
computing environments. One particular reason for this is that frequent
auto-scaling actions for a given workload may cause too much auto-
scaling overhead, which will render the system unstable. In some cases,
researchers suggested to use larger time intervals to update the number
of containers so-called cluster size. However, large adaptation periods
may result in missing dynamics in the execution environment, and
hence the system may not be accurate and agile enough to track timely
all changes in the workload. This is a significant issue, which may cause
a huge software failure for computing-intensive microservice-native
cloud-based applications. In order to understand how this challenge can
be addressed in this subsection, we focus on how the auto-scaling of
containerised applications can be precisely tuned under the condition of
predictable bursting workloads.

An ordinary auto-scaling practice exploited by existing cloud re-
sources is to use fixed, infrastructure-level rules. For instance, a CPU-
based auto-scaling policy can be specified in a way that more container
instances should be instantiated if the average CPU utilisation reaches a
fixed threshold such as 80%; while some container instances may be
stopped if the average CPU utilisation is below 80%. As a consequence,
the average CPU usage, which varies close to the specified threshold,
will lead to frequent unnecessary container instantiations or termina-
tions. For example, let us assume that there are two container instances
in the cluster. CPU usage of the first container is 40%, and CPU usage of
the second container is 39%. In this case, the cluster size will be
changed to one instance according to the Kubernetes auto-scaling al-
gorithm  presented in  Algorithm 1. This is because
[(40% + 39%) +~ 80%]| = [0.9875] = 1 that means one container instance
should be eliminated from the cluster because of the downscaling
Kubernetes principle. Experimenting with the same workload density
after the container termination, the CPU usage of the cluster, which
now includes only one container, would be almost 80%, and with a
minor variation possibly it would be 81%. Hence, the auto-scaling
system adds one container instance due to the upscaling Kubernetes
principle. This is because [(81%) + 80%| = [1.0125] = 2 that means the
cluster size will change again to two container instances. This is an
example that minor fluctuations in the workload density may lead to
frequent unnecessary changes in the cluster size.

In order to achieve a stable operational environment, we propose a

Average CPU utilisation

Upscaling
Threshold

Minor fluctuations in
workload density

Downscaling
Threshold

‘ Container
termination occurs

Time

Fig. 2. Avoiding frequent changes in the cluster size due to minor fluctuations
in the workload density.
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conservative constant called @, which should be used by the auto-
scaling system. The constant « is aimed at avoiding frequent changes in
the cluster size due to minor fluctuations in the workload. Fig. 2 shows
how this constant tries to sustain the number of running containers
unchanged when fluctuations in the number of requests are not severe
at runtime. During the time period highlighted in blue, the constant a
provides the expected robustness of auto-scaling method while there
exists a trembling workload which does not vary drastically. After-
wards, when the workload density drops more, a running container
instance is terminated to improve the resource utilisation without any
application performance degradation.

The constant a should have a reasonable value, neither too large to
cause over-provisioning problem nor too small to lead to serious per-
formance drops. A big value for a may reduce the efficiency of the auto-
scaling method because, in such a case, redundant container instances
have less possibility of being terminated from the cluster in general.
Therefore, a higher value of a would possibly cause longer periods of
overprovisioned resources. Experimenting with equal computational
requirements and workload density within operational environments,
an up to almost 10% variation in the average CPU utilisation can be
always seen. This difference is the effect of runtime variations in run-
ning conditions that are out of the application providers’ control, for
example time-varying processing delays, CPU or 1/0 load factors, etc.
With respect to this rationale, the maximum value for a can be set to the
value of 10%. Therefore, the constant @ can have a value between 0%
and 10%, that helps the auto-scaling method conservatively make sure
that the termination or instantiation of container instances will not
result in an unstable situation. Along this line, the Kubernetes auto-
scaling algorithm with respect to the conservative constant (a) needs to
be updated as presented in Algorithm 2.

Inputs:
Target.,,: Targeted CPU resource usage, e.g. 80%
CLTP: Control Loop Time Period in seconds
a: Conservative constant
Outputs:
P#: Number of pods to be running
do{
Cluster = [Pod1,..., PodN];
Cluster_size = N;

SumCpu = SUM (cpu_usage_of podi,..., cpu_usage_of podN);
If (SumCPU > (N * Targetu))
_ [ SumcPU ]
Targetcpy+al’
else
P# = [
end if
Execute (P#);
Wait (CLTP);
} while(true);

sumcpy_ .
Targetcpy—a|’

4.2. Adaptation interval called control loop time period (CLTP)

The adaptation interval called “Control Loop Time Period (CLTP)” is
the minimum duration between two successive adaptation actions over
time. The adaptation interval should be defined longer than the time
period taken to start up a container instance in the execution en-
vironment. This is because the auto-scaling method needs to make
adaptation decisions when the system is quite stable. In such manner, if
any auto-scaling action happens, the whole system can continue oper-
ating properly without losing control over container instances running
in the cluster. The default adaptation interval adopted by the
Kubernetes platform is 30 s, which also can be changed. At each
iteration, Kubernetes’ auto-scaling controller may increase or decrease
the number of container instances in the cluster.
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Some remarkable studies [23-26] have analysed auto-scaling
methods for container-based applications recently. Such research works
present a wide range of parameters to be considered by their proposed
container-based auto-scaling platforms in practice, including the
threshold of resource utilisation, the present utilisation of resources, the
current number of containers in the cluster, etc. In order to make such
proposed auto-scaling solutions capable of operating also in highly
dynamic environments under unpredictable bursting workload sce-
narios, one step further could be taken into account by considering
various adaptation intervals rather than a fixed period. Besides, the
Kubernetes auto-scalers, which has been applied to enhance the per-
formance of containerised applications in cloud computing studies
[27-30], employ only the default CLTP. However, the length of adap-
tation interval is required to be evaluated not only to rapidly scale the
system capacity at any size, but also to avoid losing control over the
execution environment due to unpredictable variations in the workload
density at runtime. Along this line, the length of the adaptation interval,
whether CLTP = 15 s, CLTP = 30 s or CLTP = 60 s employed by the
auto-scaling approach may influence the overall performance of the
application under the condition of unpredictable bursting workloads in
the execution environment.

4.3. Stopping at most one container instance in each CLTP

Batch processing systems are computing applications that process
on-and-off workloads in which requests are accumulated around batch
runs usually over short time periods. On-and-off workloads typically
represent such applications which are repeatedly required for a while
and later shut off for a short period of time.

Batch processing systems have recently received substantial atten-
tion as an important cloud computing research area due to their widely
used nature in modern engineering software such as business analytics,
stock control, payroll processing, etc. Relevant papers that have been
published in this area introduced cloud-based computing solutions able
to receive a batch of requests over short periods of time. Tamrakar et al.
[31] presented two different data processing algorithms to scale ser-
vices in the cloud. The first algorithm deploys new service instances on-
demand only in case of QoS degradation caused by termination of
previous instances. Hence, applying this algorithm may become im-
practical due to the time constraints imposed by some time-critical
applications such as disaster early warning systems. The second algo-
rithm uses a higher number of service instances than required to ac-
complish the work that apparently results in unnecessary over-provi-
sioning of resources. Zhang et al. [32] proposed a cloud-based video
batch processing platform named Video Cloud integrated with Batch
processing and Fast processing (ViCiBaF). Their idea is to allow the
users to share computing resources in order to extend the infrastructure
at runtime. This means that the scalability of cloud-based batch pro-
cessing applications can be provided through adding computing devices
dynamically by end-users that makes the system usually less predictable
and less reliable. This is because such resources may be withdrawn from
the running environment at any time.

Moreover, proactive auto-scaling methods [33,34] for batch pro-
cessing systems have been developed in 2019 to predict the amount of
resources required in the near future based on collected historical
monitoring data, current intensity of workload, etc. Such proactive
auto-scaling approaches generally use learning algorithms such as re-
inforcement learning, neural network to scale up or scale down the
cloud resources. It should be noted that these methods require enough
historical data to train a performance model and some time to converge
towards a stable driven model. Therefore, if proactive auto-scaling
methods have a large enough training data set reflecting characteristics
of all different possible operational situations, they are capable of
generalising that means they can react to unseen changing workload
scenarios. As a consequence, if the training data set is not compre-
hensive enough, such proactive approaches may suffer from their
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imprecision limit which may result in whether over-provisioning pro-
blem or serious performance drops.

The auto-scaling method for batch processing systems should ensure
the QoS of the application, while stopping or starting container in-
stances in each adaptation interval. In other words, after the termina-
tion or instantiation of container instances, the auto-scaling method has
to provide acceptable service responses within continuously uncertain
environments under the condition of on-and-off workloads at runtime.
The point is that the Kubernetes auto-scaling algorithm may fail to
provide the expected application performance during on-and-off
workload scenarios. In such workload patterns, stopping most of the
container instances running in the cluster at once when the number of
requests instantly drops down a lot is not a suitable adaptation action.
This is because more container instances running into the pool of re-
sources will be required very soon. In this case, terminating container
instances for the inactive periods may cause too many changes in the
cluster size with the consequent QoS degradation.

To come up with a solution, the auto-scaling method may terminate
at most one container instance in each adaptation interval. This is an
auto-scaling strategy which can be adopted to handle on-and-off
workload patterns in which peak spikes appear periodically in short
time intervals. While having on-and-off workload scenarios, the
Kubernetes auto-scaling algorithm with respect to stopping at most one
container instance should be updated as included in Algorithm 3.

Inputs:
Target.,.: Targeted CPU resource usage, e.g. 80%
CLTP: Control Loop Time Period in seconds
Outputs:
P#: Number of pods to be running
do{

Cluster = [Pod1,..., PodN];

Cluster_size = N;

SumCpu = SUM (cpu_usage_of podi,..., cpu_usage_of podN);
SumcPU
P#= [Ta‘rgetcpu]
If (P# < N)
PH=N-1;
end if
Execute (P#);
Wait (CLTP);
} while(true);

’

5. Empirical evaluation

A set of experiments was performed to evaluate the choices of in-
fluencing factors (conservative constant (a), adaptation interval (CLTP)
and stopping at most one container instance), and accordingly the
sensitivity of the Kubernetes auto-scaling method to changes in the
value of these parameters was analysed.

Each experiment was repeated for three iterations to achieve the
average values of important properties and to verify the obtained re-
sults and thus to have a greater validity. Accordingly, the results re-
ported are mean values over three runs for each experiment.

All host machines applied in our experiments belong to the
Academic and Research Network of Slovenia (ARNES) which is a non-
profit cloud infrastructure provider. In our experiments, all machines
allocated to the cluster which provides the service have the same
hardware characteristics: CPU cores: 4, CPU MHz: 2397, Memory: 4GB
and Speed: 1000 Mbps.

An application was developed and containerised to provide nu-
merical computations widely used within engineering problems as a
pilot use case. The application specifically solves sparse systems, which
are ubiquitous in various scientific and technical computations. A
system of equations can be considered as sparse if only a relatively
small number of its multi-dimensional matrix elements are non-zero.
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The time needed to solve sparse equations basically makes up a large
share of the whole numerical computations, for example the prediction
of complex systems such as weather forecasting applications. As far as
further precision of the prediction result is attainable, the size and the
number of such equations become larger, and consequently the amount
of computation will significant increased. For example, our developed
application is also capable of solving a sparse problem to find a narrow
area which minimises distance from different points (e.g. three points in
our experiments as an incoming request) with one extra constraint—the
area should include an additional, specific point. These jobs can provide
a benchmark which is a perfect match for our available computing in-
frastructures with aforementioned hardware characteristics provided
by ARNES. In our use case, a single task request normally takes 130 ms
with our used experimental setup in conditions where the system is not
overloaded.

The REST API GATEWAY as Load-Balancer was implemented by
HAProxy [35], which provides high-availability support for cloud-based
applications by spreading requests across multiple container instances.
HAProxy is widely used by a number of auto-scaling research works
[36-46] and also high-profile commercial solutions including GoDaddy
[47], GitHub [48], Stack Overflow [49], Reddit [50], Speedtest [51],
Bitbucket [52], Twitter [53], W3C [54] as well as the AWS OpsWorks
[55] product from Amazon Web Services. The auto-scaler is also able to
dynamically determine host machines that are not overloaded at run-
time, so that the Load-Balancer would distribute requests to those
nodes which have currently more computing capabilities. In other
words, the Load-Balancer distributes all incoming requests across the
cluster of instances able to perform extra jobs. In our experiments,
service instances in the cluster are running on different host machines.
This is because there is no point to start additional instances of the same
service on the same host since all incoming requests are identical in our
experiments.

Moreover, the httperf [56] tool has been employed in order to build
a load generator which is able to produce different workload patterns
for various analyses in our empirical evaluation. To this end, three
different workload scenarios have been inspected, including (i) pre-
dictable bursting workload scenario, (ii) unpredictable bursting work-
load scenario and (iii) on-and-off workload scenario. In every experi-
ment, results are analysed to ensure if the auto-scaling method is able to
meet the application performance, while optimising the resource allo-
cation. In this context, each auto-scaling approach is investigated pri-
marily according to the average response time and the average number
of container instances.

Such as many cloud resource management systems [57-62], the
targeted CPU resource usage was set to the value of 80%. Because the
unpredictable bursting and on-and-off workload scenarios examined in
our experiments are considered neither even nor predictable. Therefore,
auto-scaling methods have enough chance to react to runtime fluctua-
tions in the workload since the targeted threshold is not very close to

Table 1
Comparing various auto-scaling methods with respect to different workload
scenarios.

Workload scenario Auto-scaling Avg. response Avg. number of

method time container instances
Predictable bursting a = 0 (Default  142.69 ms 1.50 containers
workload K8S)
a=>5 139.59 ms 1.67 containers
a =10 139.64 ms 2.00 containers
Unpredictable bursting ~ CLTP = 15 148.42 ms 1.67 containers
workload CLTP = 30 140.33 ms 1.67 containers
(Default K8S)
CLTP = 60 155.87 ms 1.57 containers
On-and-off workload Default K8S 219.96 ms 2.30 containers
Stop at most 190.77 ms 2.60 containers

one
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Fig. 3. Number of container instances allocated by three different Kubernetes
(K8S) auto-scaling methods using @ = 0, a = 5 and a = 10.

100%.

Table 1 presents the average response time as well as the average
number of container instances allocated by various auto-scaling
methods in every workload pattern examined in this work. The average
response time represents the application QoS, while the average
number of container instances conveys the concept of the resource
utilisation offered by auto-scaling methods. It is also worth noting that
having fewer container instances compared to other situations with
more instances is preferred. Moreover, faster response time is an im-
portant determinant of comparison among various auto-scaling
methods because it is transparent to the end-user. Table 1 is described
in detail in the following subsections.

5.1. Predictable bursting workload scenario

In an operational environment with predictable bursting workload
in which there are minor fluctuations in the number of requests, the
conservative constant (a) is used to avoid an unstable operational si-
tuation. To demonstrate the practical applicability of this key factor, we
performed various experiments with three different alpha: @ = 0,2 = 5
and a = 10. To this end, a workload scenario has been examined that
includes trembling number of requests between 290 and 420 over time.
Fig. 3 shows the number of container instances allocated at runtime by
three different Kubernetes auto-scaling methods using a = 0 (default
Kubernetes auto-scaler), @ = 5 and a = 10.

Moreover, Fig. 4 depicts the response time offered by three different
auto-scaling methods using @ = 0 (default Kubernetes auto-scaler), a =
5and a = 10.

700
I
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— 600

150 |~ /£ —

Response time (ms)
N

100 |—

Number of requests

. L l ! 1 1 1 .
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Fig. 4. Response time provided by three different Kubernetes (K8S) auto-
scaling methods using @ = 0, @ = 5 and a = 10.
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Fig. 3 showed that the value of @ = 0 (default Kubernetes auto-
scaler) failed to provide the expected robustness of auto-scaling
method. Since due to minor fluctuations in the workload, this auto-
scaling approach stopped a container instance, and afterwards shortly
started a new one again. This fact, for a while, negatively affected the
response time offered by the auto-scaling method using @ = 0, shown in
Fig. 4. Therefore, the slowest average response time (142.69 ms) was
offered by the auto-scaling method using a = 0 (default Kubernetes
auto-scaler). A value of a = 10 decreased the efficiency of the auto-
scaling method because, in this case, the unnecessary container in-
stance was not eliminated from the cluster at the right time. This is the
reason why the auto-scaling method using @ = 10 provided the worst
resource utilisation since it allocated more container instances (2 con-
tainers) than the other two approaches. Therefore, a higher value of a
would result in longer periods of over-provisioned resources. For the
experimentation in such predictable bursting workloads, the value of a
has to be set to 5, that results in neither unnecessary over-provisioning
of resources, nor too frequent changes in the number of running con-
tainer instances.

5.2. Unpredictable bursting workload scenario

In order to choose the best time period for the adaptation interval or
so-called Control Loop Time Period (CLTP) in an operational environ-
ment with unpredictable bursting workload in which there are un-
predictable fluctuations in the number of requests, we performed a set
of experiments according to three different time length: CLTP = 155,
CLTP = 30 s (default Kubernetes auto-scaler) and CLTP = 60 s. To this
end, a workload scenario has been inspected that includes a rising
workload, a sudden inactive workload, an instantaneously increasing
workload and finally a falling workload, respectively by passage of
time. Fig. 5 shows the number of new container instances allocated by
three different Kubernetes auto-scaling methods using 15-s adaptation
interval, 30-s adaptation interval (default Kubernetes auto-scaler) and
60-s adaptation interval.

Fig. 5 demonstrates that the auto-scaling approach using 15-s
adaptation interval is the fastest method since it was able to allocate a
new container instance sooner than other methods in response to slowly
rising workload from 240 to 700 requests. It also terminated the con-
tainer added to the cluster when the workload density suddenly de-
creases in the off period. However, this adaptation action is not ap-
propriate since there is an upcoming drastically increasing workload
from 240 to suddenly 700 requests. In such a situation, the response
time provided by the auto-scaling method using CLTP = 15s was slow
when there is a drastic workload after a while, shown in Fig. 5. Fig. 5
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Fig. 5. Number of container instances allocated by three different Kubernetes
(K8S) auto-scaling methods using CLTP = 15s, CLTP = 30s and CLTP = 60s.
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also shows that the auto-scaling approach using 60-s adaptation in-
terval offers a slow response time during the gradually rising workload
since it was not agile enough to recognise runtime changes in the
workload density. The auto-scaling approach using 30-s adaptation
interval (default Kubernetes auto-scaler) was the method which pro-
vided the fastest average response time almost steady over time
(140.33 ms) on average in comparison with auto-scaling approaches
using 15-s adaptation interval (148.42 ms) and 30-s adaptation interval
(155.87 ms). Auto-scaling methods using CLTP = 15s and CLTP = 30s
employed more container instances (1.67) during the experiment
compared with another approach using CLTP = 60s (1.57). Therefore,
it can be concluded that in such unpredictable bursting workloads for
the experimentation, the value of CLTP has to be set to 30 s to ensure
that there would be no issue if any auto-scaling event takes place,
(Fig. 6).

5.3. On-and-off workload scenario

In order to make sure if stopping at most one container instance in
each adaptation interval can be a helpful auto-scaling strategy to be be
adopted to handle on-and-off workload patterns, we analysed a set of
experiments. The goal was to compare the default Kubernetes auto-
scaling method with the strategy of stopping at most one container
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Fig. 7. Number of container instances allocated by two different Kubernetes
(K8S) auto-scaling methods using the default algorithm and the strategy of
stopping at most one container in each CLTP.
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Fig. 8. Response time provided by two different Kubernetes (K8S) auto-scaling
methods using the default algorithm and the strategy of stopping at most one
container in each CLTP.

instance in each adaptation interval. To this end, an on-and-off work-
load scenario in which three different peak spikes appear periodically in
short time intervals, as shown in Fig. 7. The first peak spike includes
950 requests, the second one consists of 750 requests, and finally 800
requests come into the last peak spike. The auto-scaling method, which
stops at most one container in each adaptation interval, is more capable
of timely provisioning an adequate number of containers to address
peak spikes. This is because this proposed method does not terminate
most of the container instances immediately when each peak spike
disappears.

The auto-scaling method, which stops at most one container in-
stance in each adaptation interval, allocated more microservices on
average (2.6) than the default Kubernetes auto-scaling mechanism (2.3)
in the on-and-off workload scenario. Moreover, the difference between
these two distinct Kubernetes auto-scaling methods with regard to
service response time can be taken into consideration enormous in this
workload pattern, as depicted in Fig. 8.

In the on-and-off workload scenario, the average response time
achieved by the strategy of stopping at most 1 container in each
adaptation interval in this examined experiment were 190.77 ms that is
almost 30 ms faster than the average response time provided by the
default Kubernetes approach (219.96 ms). As depicted in Fig. 8, sudden
active periods inappropriately result in an increase in the service time
of the requests offered by the default auto-scaling approach.

6. Discussion

Over the course of our study, different types of threats to the va-
lidity of the theoretical basis and empirical results have been identified
and a brief explanation of these threats is discussed below:

The microservices architecture is still evolving and growing, and
hence there is much yet to be discovered [63]. Accordingly, there is
generally a lack of consensus and limited guidance within the industry
on not only what this architecture actually is, but also how it can be
implemented. From this perspective, the present research work is upon
the reviewed literature and based on conducting experiments con-
sidered to represent the common principles and best practices of scal-
able systems. This paradigm through containerised execution environ-
ments has been adopted by leading companies such as Netflix, Uber and
Amazon.

If the value of the targeted CPU resource usage threshold is set
closer to Targety, = 100%, therefore the auto-scaling method has no
chance to timely react to runtime changes in the workload density
before a performance degradation arises. If the value of this threshold is



S. Taherizadeh and M. Grobelnik

set less than 80%, then this may cause an over-provisioning issue which
wastes costly resources. In the execution environment, if the workload
trend is very even and predictable, this threshold for the utilisation of
CPU resource can be pushed higher than 80%.

Different additional external factors (e.g. the mobility of the clients,
unstable network conditions at the side of end-users, and client’ net-
work channel diversity, and so forth) may influence the end-users’ ex-
perience. In fact, cloud-based applications may be adopted by various
users from all around the world. This type of service quality issues due
to connectivity problems are currently addressed by edge computing
[64] that is out of our research scope in this paper.

It should be also noted that QoS properties of cloud-based infra-
structure such as availability, bandwidth quality, etc. may vary at
runtime, independent from the auto-scaling policies and the workload
features, which the application experiences. Thus, when a container
instance should be launched and deployed on a host machine, the
cloud-based application provider requires to ensure that the host ma-
chine is capable of fulfilling the needed requirements of container in-
stances. In this regard, the performance of running infrastructures also
needs to be continuously characterised. This function is facilitated by
our developed PrEstoCloud monitoring platform [65] at present.

The conducted experiments in this work are only based on Docker
[66], although the execution environment may be implemented in
other container-based virtualisation technologies such as LXC [67] and
OpenVZ [68]. The reason is that all functionalities specified in the
presented auto-scaling mechanisms are entirely independent char-
acteristics from containerisation technologies, hardware features, pro-
viders of underlying cloud infrastructure, etc.

It is worth pointing out that if a certain service instance starts
working at a host, it will expose its interfaces on specified port num-
bers, which should not conflict with the port numbers of other instances
running on the same host machine. Thus, the Load-Balancer employs
the information from the port numbers alongside protocols from in-
coming requests to distribute the traffic among appropriate instances
running on the same host. All instances containerised running on a host
get the same proportion of CPU cycles by default. In such condition, if
computation in one container is idle, other containers can exploit the
leftover CPU cycles of the host. If the Docker containerisation tech-
nology is used to containerise the service instances, it is possible to
adjust different proportions allocated to running containers by em-
ploying a relative weighting approach. In this way, if containers run-
ning on a same host altogether try to exploit the whole 100% of the CPU
time, these relative weights provide each container specifically access
to the determined proportion of the host’s CPU cycles because CPU time
now is restricted.

Existing auto-scaling policies used by the current open-source con-
tainer management platforms are primarily specified based upon the
CPU utilisation. Some of the platforms claim that they can also consider
the memory usage in their proposed auto-scaling methods by specifying
scaling policies for memory resources that are similar to CPU-based
auto-scaling methods. However, in practice, for memory-intensive ap-
plications like in-memory databases (for example HSQLDB), such pro-
posed auto-scaling methods may not be very useful because of some key
reasons:

e In order to scale a memory-intensive application, the data in
memory should be shifted from one node to another one which is
very time and bandwidth consuming. Therefore, unlike CPU, scaling
memory is much more expensive.

o A lot of applications are not designed for dynamic memory size. For
example, memory-intensive applications primarily determine the
buffer cache size when starting, which is then fixed for the rest of
time, and hence changing memory size does not make sense for
them. We can certainly rely on swapping of the operating system to
make it transparent, but performance will not be appropriate
nevertheless.
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e In order to run memory-intensive applications, using high-memory
machines in advance needs to be considered as a significant re-
quirement to deliver fast performance for workloads that process
large data sets in memory.

As a further complement to this research work, the Kubernetes auto-
scaler can be extended to also offer vertical auto-scaling for the allo-
cation of disk and bandwidth resources to storage-intensive and net-
work-intensive services, respectively. Vertical auto-scaling is a method
to resize disk capacity or bandwidth assigned to a container on the
current host machine depending on variations in the workload at run-
time. This mechanism can dynamically increase disk and bandwidth
resources allocated to an existing container instance when they are
required or reduce resources when they are no longer needful. To this
end, cloud-based infrastructure providers such as Amazon EC2 [69] and
Microsoft Azure [70] provide vertical auto-scaling mechanism to
change the bandwidth and database instance size on-the-fly. However,
vertical auto-scaling is limited by the maximum hardware capacity of
the individual host machine. Moreover, the service still has a single
point of failure. For that reason, the combination of horizontal and
vertical auto-scaling mechanisms can be exploited to the same service.
When different microservices in an application system share one single
monolithic database, it is extremely challenging to scale the whole
database horizontally based on the traffic load. To overcome this pro-
blem, it is critical to allow each individual microservice to have its own
separate database. Accordingly, a specific database can be replicated
automatically if any performance issue is going to come up, and it can
be horizontally scaled down to optimise the resource utilisation when
the load decreases. In this way, there is a primary database instance to
both write and read data, and there are read replicas which are just a
read-only copy of the primary database instance. Each and every update
to the primary database instance should be automatically reproduced
on the read replicas immediately.

7. Conclusions

Cloud computing [71] has become the prevalent approach for of-
fering many different types of services over the Internet based on a set
of microservices packaged in containers. However, auto-scaling of
computing-intensive microservice-native cloud-based applications has
been a challenging issue due to runtime variations in the quantity and
computational requirements of arrival requests. An auto-scaling
method which is unable to address changing workload intensity over
time will result in either resource over-provisioning situation where the
usage of allocated resources is unacceptably low or resource under-
provisioning situation where the application suffers from poor perfor-
mance. In essence, the main problem is that existing auto-scaling
methods, such as the one provided by the Kubernetes container or-
chestration platform, mainly use auto-scaling rules which cannot be
very helpful for certain workload scenarios.

To improve the Kubernetes auto-scaler to be capable of satisfying
application performance requirements (e.g. response time constraints),
while optimising the utilisation of resources allocated to the application
(e.g. number of containers), we proposed various auto-scaling factors.
These influencing factors, which should be taken into consideration to
handle different workload patterns, consist of (i) conservative constant
(@), (ii) adaptation interval or Control Loop Time Period (CLTP), and
(iii) stopping at most one container instance in each adaptation in-
terval. In this study, the Kubernetes auto-scaler has been chosen for
comparison to the methods using our proposed key influencing factors
since it is considered as the most popular orchestration framework for
containers in the advanced cloud-based production systems [72].

In order to analyse the impact of our proposed factors, we examined
three different workload scenarios including (i) predictable bursting
workload pattern, (ii) unpredictable bursting workload pattern, and
(iii) on-and-off workload pattern.
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The results of our evaluation demonstrated that the proposed factors
significantly influence the performance of the Kubernetes auto-scaling
method in order to ensure the QoS with respect to the response time
and other benefits such as optimal resource utilisation. The key factor
required to be considered for predictable bursting workload patterns is
the conservative constant (&), which was concluded to be set to 5. In
other words, in environments with predictable bursting workloads,
considering a value of 5 as conservative constant along with the tar-
geted CPU resource usage will lead to neither unnecessary over-provi-
sioning of resources, nor too frequent changes in the number of running
container instances. It was also concluded that on unpredictable
bursting workload patterns, the CLTP needs to be specified as 30 s not
only to be agile enough to recognise runtime fluctuations in the
workload over time, but also to ensure that there would be no QoS
degradation if any auto-scaling action occurs. Moreover, it was con-
cluded that the default Kubernetes auto-scaler can be significantly im-
proved if the policy of stopping at most one container instance in each
CLTP is taken into account for on-and-off workload patterns.
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